How to Setup Google reCaptcha

To use Google reCaptcha on your website, you will need to have a Google
reCaptcha API Key and Site Secret. You must have a Google account to get a
Google reCaptcha API key/site secret. If you do not have a Google account you can
get one here:

https://accounts.google.com/signup

Get Your Google reCaptcha API Key/Site Secret - Use the following link to create a
key/site secret https://www.google.com/recaptcha/admin#list

Enter a Label, we suggest using your domain name.

Select reCAPTCHA v2

Google o0
™ ocAPTCHA

You don't have any sites registered to use the reCAPTCHA API

Register a new site

Label Use a label that will make it easy for
] ou to identify the site in the future,
YourDomain| ?or exampleffy :
YourDomain
Site-name: Section of site you're
Choose the type of reCAPTCHA registering

e reCAPTCHA v2
Validate users with the "I'm not a robot” checkbox.

Invisible reCAPTCHA
Validate users in the background.

reCAPTCHA Android
Validate users in your android app.



https://accounts.google.com/signup
https://www.google.com/recaptcha/admin#list

Enter your domain name in the field labeled Domains.
Click to accept the reCaptcha Terms of Service.

Click the Register button.
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Register a new site

Label

YourDomain

Choose the type of reCAPTCHA (~)

® reCAPTCHA v2
Validate users with the "I'm not a robot” checkbox

Invisible reCAPTCHA
Validate users in the background.

reCAPTCHA Android
Validate users in your android app.

Domains
(one per line)

YourDomain.com

v Accept the reCAPTCHA Terms of Service.

By acoessing or Using the rRCAPTCHA APIs, you agree to the Google APIs Terms of Use. and to the Additional
Terms below. Piease read and understand sl applicable terms and policies before accessing the APls.

b r2CAPTCHA Terms of Service

~" Send alerts to owners ( " )




Copy the Site Key and Secret Key. These are the only two items from this screen
that you will need.

Google o0

™ reCAPTCHA “ YourDomain  (yourdomain.com) Copy the Site Key and Site
Secret to enter into software.

- Keys
Site key Secret key
Use this in the HTML code your site serves to users Use this for communication between your site and Google. Be sure to keep it a secret.
6LenBFQUARRRAF riCHtWol4yEZiN1AnxSYRzVIaYc 6LenBFQUARRARBVEqIaUihjizB8s erxiJHYloss

» Step 1: Client side integration
Paste this snippet before the closing </head= tag on your HTML template:

<gcript src='https://www.google.com/recaptcha/api.js'>»</script>

Paste this snippet at the end of the <form> where you want the reCAPTCHA widget to appear

<div class="g-recaptcha" data-sitekey="6LenBFQUARRAAFr jCHtWol4yZjN1Anx9YAzVIsYC"></div>

The reCAPTCHA documentation site describes more details and advanced configurations.

= Step 2: Server side integration

When your users submit the form where you integrated reCAPTCHA, you'll get as part of the payload a string with the name "g-recaptcha-response”. In
order to check whather Google has verified that user. send a POST request with these parameters:

URL: https:/iwww.google.comirecaptchalapi/siteverify

secret (required) 6LenBFQUAAAAABVSglaUihjizBés_erxiJHY 1oss
response (required) The value of 'g-recaptcha-response’
remoteip The end user's ip address.

The reCAPTCHA documentation site describes more details and advanced configurations.




Login to your backoffice and open the Settings Wizard.
Click on Site Wide Settings — Security.
Click the Make Changes button.

MarketGrabber® Settings Wizard
Classified Ad Software & Marketplace Builder
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Settings Wizard MarketGrabber Settings Wizard
Security

General To use Google reCaptcha on your website, you will need to have a Google reCaptcha API Key and

FreoTE s Site Secret. You must have a Google account to get a Google reCaptcha API key/site secret. If
you do not have a Google account you can get one here:

Display Ads https://accounts.google.com/signup

Email Server Get Your Google reCaptcha API Key/Site Secret - Use the following link to create a key/site

Google Adsense secret and click the Make Changes button below to enter the key and site secret into the boxes
below:

Google Analytics https://www.google.com/recaptcha/admin#list

Google Maps

RSS Input Registration  Ng Yes means when customers register they will
Validation

need to click on a link in an email sent to them
to confirm or validate their registration. Yes is
Localization the recommended setting.

Payment Processing

RSS Output

Google No Use Google reCaptcha to help prevent bots from
Security reCaptcha filling cut forms on your site.
Used on
SE Optimizer Forms
Google 6LcilDBUAAAAABDeXmMIK3aCDEGIGNCFel2Y6hBjX Go to Google reCAPTCHA to setup your site to
Classifieds Settings Recaptcha use Captcha. Copy the Site Key generated by
Site Key Google.
Directory Settings i
Google BLCIIDBUAAAAAGSSOEahVEBXDezkQ2fxbet TEVvWSW  Go to Google reCAPTCHA to setup your site to
Recaptcha o Ca " o Cacrab arate
Employment Settings Site Secrat éi;;:pt[ha. Copy the Site Secret generated by

Events Settings

) Make Changes
Horse Settings




Set Google reCaptcha Used on Forms to Yes.
Enter the Site Key and Site Secret from Google.
Click the Save Changes button.

MarketGrabber® Settings Wizard
Classified Ad Software & Marketplace Builder
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Settings Wizard MarketGrabber Settings Wizard
Security

General To use Google reCaptcha on your website, you will need to have a Google reCaptcha API Key and

Customer Photos Site Secret. You must have a Google account to get a Google reCaptcha API key/site secret. If
you do not have a Google account you can get one here:

Display Ads https://accounts.google.com/signup

Email Server Get Your Google reCaptcha APT Key/Site Secret - Use the following link to create a key/site

Google Adsense secret and click the Make Changes button below to enter the key and site secret into the boxes
below:

Google Analytics https://www.google.com/recaptcha/admin#list

Coogleliians Registration Yes ® No ‘Yes means when customers register they will need to click cn a link in

RSS Input Validation an email sent to them to confirm or validate their registration. Yes is

RSS Output the recommended setting.

Localization Google * Yes ' No Use Google reCaptcha to help prevent bots from filling cut forms on

reCaptcha Used

Payment Processing on Forms your site.
Security Google 6LciIDSUAAAAABOeXmAK! Go to Google reCAPTCHA to setup your site to use Captcha. Copy the
SE Optimizer Recaptcha Site Site Key generated by Google.
Key
Classifieds Settings Google 6LciIDBUAAAAAGSSOEahY  Go to Google reCAPTCHA to setup your site to use Captcha. Copy the

Recaptcha Site

Site Secret generated by Google.
Secret
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